SIEMENS
Ihg&hui\‘y{or(xt{t

-
(| TE

:
.
2 B
3
:




© Siemens AG 2023 All rights reserved

FEHEE

ERER

Bz R Rl e A

I

FRF=A

Hit5 2

SRR T IE T SCAR . TR B AR T R U AR A BR AR O F S AT 55 o B 7R A5
AT (PED BRAFRSETAF CHITTFD RN RIRRS . BTG N HRF %Ik
DLERE, ERIROHRE. Whes. SCRFsEAATE . SRR T RO BTSSR EE B, eI
R R BIRIRTT S o B T 1 IS I FE AR E R 2 AR =, 300 00K 75 4 S
BB REFFARYE S 1 RGUHHAT e il . IR B IH S . e AU DL R AT H AR R B
CAni& R, Blam@E A& OB AR Ui .«

PO TR T AR R . AT BRI TS L AUR], A BARBR I R SR P&
W45 B BIE R R RG], REFTTF R, AR S R AT AR i A&, AR
BEEE. BB, 4Vl R A B RATAA N R BIBCT A =R A (i) B
Wik, Bk, BE, (i) Fr LR (reverse engineer) . X4 (disassemble) . 4%
(decompile) 55 At 77 3 Bl ke BRAT AT o2 7 B (R0 RAR RS s (i) A AT 2 FH 7~ 8 T R B33
5% N S S R R AT e s B (vi) MHIBRAT AT 5 A 25 BB B AT AT 55 75 B s 81
A& XF I FH 73~ 18] (8) 58 FH 30 7 398~ B A2 ) P 2 52 P 4 T BB

of 7 FA 7 7~ 8] (A A S SO PR A 6 Bt N P S TR B2 YA B 7 5 1) ST B IR R B AR B e
AT B8 AT ThEERIERE BRI LA A 1%, HATEL S IR R L BRI R I BRI ST TR g &
B FA ML LA 477 s e AT, ANTB R TT BE R AR R A 2 S ECREE . M= R\ &
1.

VO 17 ANIE T e D B T 6T 82 P s 81 PR A8 P AR PR AT 534, B HRAEAS IR T 2 PR B P vl A A
FEREVEMTEGRRATE L RANSAE B BB AN RS S s AR 1 . IXNE M T @ AR o
HITERLE R DL, BHOR. ERS RIERIA S 5E . EIRHE I R X R 24 5T
RT3 o ST 58 =7 RS F S AR T 488t RS AT R, SEREI UG 1] AR 6%, BRAAEDE )T
PR E WS 5T

T R ], B AROATE D70 3k SR 2R AT AR 453 35 A 7R 5T

BRI B E A BN, AHASBRT e rp B B A BURI (G EANIR TR R B b 35 IS . BARAR
B B B s, MU FML &R SORAVMERT). BRI RN AR RIS, DR B
AR COSAEFRAL ER bR AR A TTBO)S AVETT T HF r] 77 BRI A =T
Ao BRARASCHYIBIE, VO T A B AR AR S R SBOR B TR R, X T
AT R A5 FH R FH 7R 817 51 4 B KR P SR AN 2R BUR VA B SR AR T HeAd 3 3, 2 4 (T
PEIT T )R 5T

P17 Ok B B N S 52 PR 9 AR, TE R S9 AT e A SR T S v 0 2 1045 LA PG 1 5S4 (U
H) LR ZE S, WRARSET5 8 HAt SRR A

BRI FH 7 B A Ao )RR BB 1 T I S5 6 1) T EAS IR &R o T T AR BOR ATAT AR Ml 2
R A, B AT P RS AT IR A SRR, 9IRS

PR LA T2 TR AR IT %, SR L) . RG. HIESFIM G 24817 .
NI L R HIESFIZE G52 2% g, A D250 — — JERR Rl — — — NN %
St T 22 A& . 7811 F IR AR T R T X — S — ANt &

BB TR T &G, HLEERINZ B AR SR Vi ).

XU RS, LA A AR R RITE LB S L T B A ML 5L Internet, I B R TEIE M 10 % &4
it (51 a1 877 < 8 RS 2% 43 B ) B BRI 0 A R B Pl de . A5 I W] B St P ol R 22 4 it Fr)
HAh#Rl, M https:/lwww.siemens.com/industrialsecurity.

PO 1T 1= AR 7 RE AW B R R, AR 4. ] FomEia, — B SR,
B RIS FH = SR, A o 7 AR o A3 AN B A2 SCRRI 7 AR DA S AR B I FH oo B T
T g2 386 0 0 7 T8 52 X 284 B ol 1 XIS

TR E R, WEITI PG Tk 224 RSS https:/lwww.siemens.com/industrialsecurity.

P F SRS A T 7= AR o T E 2 2IRIAE BT & . & U
productcert@siemens.com E{ src.cyscn.cn@siemens.com & i B 14 (1977 20 AR5 18 & I8 B8 2 1 7
I AR TT R M % 4RI . P81 T4 7E hitps://www.siemens.com/industrialsecurity = AN}
AT F = AR TT R 2 AR AEAMET . (A0 o B AU ) 3 X3l 5 A b SR ER
AHDAEAME . U TR B A BRI 510 IR 1T B Security Advisory, AT BASREUR T
B 22 A U TR R M it PR S I HERE

SMART LGF_RealTolLReal &

V1.0.0, 08/2025


https://www.siemens.com/industrialsecurity
https://www.siemens.com/industrialsecurity

© Siemens AG 2023 All rights reserved

1%

A

5 S

i}

A B2 FBUR

AR AL B (RIFRAUP”) JUE T A FRARTRAE A FRATT 7= o A0 AR 95 I o 2B 5 4 26K

FiE

A

AN FH R A B A7 R ™ i M IR 55 BRI TR AR 5

ZERE R V5 U 20, AT RERBUNTIH . Pk

AFIEIAEAT AR TT 3 CRIFE AT ™ BHAB T TT ot I7 sCBLAE) SRE™ S RIR S5 817 TR ASLRR 5

AR B S 55 P K (R SRUE AN 2 L JREROREL S AR IAE A AL 2% BUK 15 25
W ORAEAT 17 i) ﬁﬁ%ﬁ?ﬂk%ﬁ%ETﬁ FHAM NS . FATABOURYE & BEEA L BRI W, BT
e s B BSURE R TR 4

2. Fdkk. EESREGEHERARAR
“THQE&AW BAl BN EARRA K A RS ] TAR AT AR A Bl g, SR,
A PR EAE R AT SR B AR . AE L VR RAL BB A o SO0 7 i AR 35 A P A

EF&%W%*%W%%K%:

o ERATMEZR. XA, R

o RIMAKH;

o DUEMITA (UIERMEALIRERE R RS T RBURHIES . PRI RITRR . P IR R B
P2 Bt B 5 B AR T B S A BBAT T 2

o FEBTTT H TR AP BARA AR VA UG TOAH R A A1 B 0 st BB IR (AR R A SN TR AT R
BB R, SR IR B B o HeAt 17 17 77 5

o HAUWE. WK, #ESURIURRBAT B R

3. ERfEFAREH

BTG

o AR RAURS BT, ik, Y. S, AR, BB RAURS H TiEE LSRN
A AN B RS (B BRATTIRR FO I IS TERR M)

o EPXFESFIRS SR ERARMATH R TR ICH. R A e, &3 A BE.
o B R B VEARTD (548 e Hb X 3 F VR A7 e ph R BR A1)

o Huhi. TR, MELECAFBEMATATAR S . SR, . RS, Wuhaigs, GREEARRTHHKE A
T B CRFEHLEE AN . TCHL A B ) B s I B B T 1) U el s B AT AR 45 R E. R4
VR 35t B ) 4% 5

o REMEAIEYE. RiES DAMEA SR GHR. FRSPRS . M4 E I SER. AR A TR A
T 45 A BAT AT F ARG R s A B AE ST A T S LA A2 B 4 R 45 Bl 22 4 7 AR AN i 1) - 5
HLACHS ;

o MATATHLEH FIEAYEE (FD HOEGNEHEAEN CEREPE. R, SEERYSE A HALE H E K5
PSR A RN A ok i) 3B A VP R IR AT 0 ) PR S AR S5, IF B NAY b AR R A ()
n, FERERSZONNY, MESEE ECCN A“N” B(“EAR99”) , &M (F) H O HyRa LM s AmH
NBURFVE ] B 54T RV IR T BR A

R

Tﬁ
8T B St AR A P R AR (B n s R RN TE R R s mIGalE S 77 2 3% 558 I P 7 i R IR 455
HFPEREIR . TS S i IR 45 A A L o A el R P T O ) A AR 555
TIRIRAT ARG (AT IE % Thg a4
DR KA RIBBR R IBATAT ARG VE R OB R A B A B RAES . T R R (R
Pk SRS BABED o REKIENWTEA], EATSE Dl BB s 2 AR A sk A B 36 N B A I MR A

e o o o .G;?H

....E:\TA

5. ZREEM

TEAG DLAT BEXT 77 A0 AR 55 kLR 2 e AR I e sl 8 e 4 b 1A 5 A P2 S R AR 55« R,

o CRIUAFRREE, TS AHCEE XS B TR/ BT M PR AT RS T E A RS AHEAF ?“?#725&9%*5
KA 22 W0t i EE A AR

o R FHLBTHAMFER, AEXSF= MRS SR E R AR AT A2 E

o AHMAAREAT IR SEBOR (ISR . REERr . SERRRN T 0D 1% U il s fd A
AR %

6. BOTHHAIRE
EHIAIRAT B IRATH 20 E R A AGE ™ AR ST B 15 AUP 515 0L FRAVR B SHE MR A AUP 14T
NBEAT IR RIBUR . RS T AMEfTE A AUP HIAT 09, RISERNEMEAT, JERIIRATERIEHEAR RSB B, H

SMART LGF_RealTolLReal &
V1.0.0, 08/2025 3



© Siemens AG 2023 All rights reserved

FEHEE

DABEL b R AR L S AT N EAT AR R AR FRATABUMER . 2Rk M sE e M oA AUP s fh i 77 5
IT A 572 i AR5 O PR A BB . 3RATA BUR AR SSHGENL R . I E WL B AR AR G 58 =77
BEARAEATIRATPRSE A IR IE BOE AT v 0 55 =7 A5 R A6 7 i AR 35 ) A8 T A Al R0 1 HBSUR Bl
SAEMEREGEN, RS HILZRE S E L.

7. B
PUTT R 2 IR RSB, A 9% A A RO RROSU R BB 00 A S [ %2 o A w3l e A 1 171 SR BBk 2 ) 90 i ) il

7 it MR 35 PR 19X R E 2 S £ ) 2% B 22

SMART LGF_RealTolLReal &
V1.0.0 , 08/2025



© Siemens AG 2023 All rights reserved

1 1tk

B%

1 BZFEIR ...v.cueveeeesseesssssesssesesssesssssesssssessssesssssesssssssssssssssssssssnsssssesssssssassnsneas 6
1.1 SRR oo 6
1.2 T e g G = T 6
2 ] ) =3P 7
2.1 LGF_REAITOLREAI JEE ..o 7
2.2 =123 3] == TR 7
3 L= = TP 9

SMART LGF_RealTolLReal &
V1.0.0, 08/2025 5



© Siemens AG 2023 All rights reserved

1 1tk

1 [z F ik
1.1 ER#R

LGF_RealTolLReal EEBEL T E$5< - LGF_RealTolReal,

IR AL — 32 (LB EIZ R 8 EE 1L 0 64 MIRITUEE I Z =40, 1BHET SMART
PLC BRISIASZFNEEZ B EIRET, MR UEMERI 8 M FETIELSSITE
To

1.2 B R AR

AR R ERIEHRIR K
ATEFARNRARBIRINGTT, BUHE L TR T K,

&
e SIMATIC S7-200 SMART V3.0

NG
e  STEP 7-Micro/WIN SMART V3

SMART LGF_RealTolLReal &
V1.0.0 , 08/2025



© Siemens AG 2023 All rights reserved

2 ERE

2.1 LGF_RealToLReal [E

%A

i

ZREFE T ER UM TINGE - 45— 32 (L RFEEIF S 8EE I 64 (IRITUEE
R, EAREEBEZHITFEEIE NN, WAL ERINHEEF =AY 8
PTERSMRMBL S B L. SBEREHRET, $HRIKSSM error ST L.

ZEE ST INRER

LGF_RealToLReal

2.2 TheesRiA A

ESRIAA
ERREE

Alﬂ'a'g.rs_lzlln

=il E

-0 Modbus RTU Master [v2.1)

[ Modbus RTU Master2 [v2.1]

(5] Modbus AT Master3 [+2.1)

(51 Modbus RTU Slave [+3.2)

{0 Modbus TCP Client [v1.5]

[ Modbus TCP Server [v1.1)

]_,;'ﬂ Open Uszer Communication [+1.0]

(51l PN Read wiits Recard [+1.0]

-5 SINA_POS_112 (+1.0]

[51 SINAMICS Contral (v1.1]

0] SIMAMICS Parameter [+1.0]

&-[2] USS Pratocal [v2.2]

=BF} LGF_Fieall ol Real [+1.0)
t.d T LGF_RealTolReal

2-1 6%

LGF_RealTcLReal
EN

SMART LGF_RealTolLReal &
V1.0.0 , 08/2025

&VEBD =jinputfddress  outLRe=alE7p= VE17
outLRealB6— YVE16
outLRealESp— VE13

outLRealB4}— VE14

outLRealB3— YVEBE13
outLRealB2 = YVE12

outLRealB1p— VEB11
outLRealBd}— YVE1Q

aror™ V3.0

& 2-2 AR INEER



© Siemens AG 2023 All rights reserved

TS| B
ST bl iR
EN BOOL FEFR(ERE
InputAddress IN DWORD R BIEE I F DA ittt
outLRealB7 ouT BYTE ARG E 2o F T 7
outLRealB6 ouT BYTE AR AIIGEE Z R 3F T 6
outLRealB5 ouT BYTE AR RINGEE E RS F T 5
outLRealB4 ouT BYTE AR RINGEE F R 3T T 4
outLRealB3 ouT BYTE AR RINGEE o3 F T 3
outLRealB2 ouT BYTE AR RINGEE RS 3 F T 2
outLRealB1 ouT BYTE AL SR RINGEE RS BT 1
outLRealBO ouT BYTE AL RGBSR 3= T 0
error ouT BOOL RIS
R 2-1 F2FR5(1B
T 2LPRMREES, BRIEEZEAE 3.3 B ANHEE FR2L.
Ah :l: 0 LGF_RealTalLRazl ﬁﬁgﬁ
} EN =R ARG e e
) EBE i =TI
16208000000 _| inputbddress  cutLRealB7— B4 - 1_ Rnli] F 3.3
SVEd Vm ' z YE17 + ] 16440
outlRealBEI= yg g 3. VvBiE + 75 16H04
outl RealB5— V;S 4 VES +75t 1GHEG
- 5 WET4 +o ] 1EGHER
outlRealBdf— , o, g YB3 +7= i 16460
outL RealB3f—= o —? VB2 —l_;_\l&ﬁu 1GH00
‘1’513 B VE11 +ittE] 15H00
outlResB2— ., -, q WE10 7= 16400
. 10
outLRealB1p— '\.J-"B'I'I T
outLRealBO}— \]-fB‘IU 1z
e
k=Ll Y 14

s
3

2-3 MRS

SMART LGF_RealTolLReal &
V1.0.0, 08/2025 8



© Siemens AG 2023 All rights reserved

3 HEHHE

3 BEHAE

KA & BHA FE R
V1.0.0 WIRR
08/2025

SMART LGF_RealTolLReal &
V1.0.0 , 08/2025




